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What is Cybersecurity Awareness?
Technology drives the world today. There are countless ways hackers may gain access to

sensitive information. Cybersecurity awareness is an ongoing practice to be mindful of
cyber threats in your daily life. It involves:

Being careful who you add as a friend on Thinking before you click. Never open
social media. Not all people are trustworthy, emails from strangers and don’t click on
even if they are mutual friends. suspicious-looking links.

Using technology safely and
responsibly. Make it a habit to use
antivirus software to protect your
devices (smartphones, tablets, laptops).

Using a password/PIN to lock your
smartphone, tablet, gaming console,
etc.

Being aware of the threats that
may come from online activity
such as browsing the internet,
checking emails and messages,

and posting on social media.

Keeping your personal
information such as names of
family members, address, and
phone number private.
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Importance of Cybersecurity Awareness

' It is important to be aware of cyber threats because it teaches students how they may protect themselves from cyber-attacks.

‘l The major contributing factor to many cyber attacks is human error. A person with malicious intent could take advantage of small weaknesses.

Cybersecurity awareness will help one identify potential threats and ways to avoid falling victim to those threats.

It helps to share the critical knowledge with your friends and family members to protect and create a safe digital environment for everyone

Security of the data such as Personally Identifiable Information (PIl) personal information, Protected Health Information (PHI)

It provides information on preventing identity thefts and cyberbullying
To raise awareness about the importance of cybersecurity, the Cybersecurity & Infrastructure Security Agency (CISA) d. n .b

and National Cybersecurity Alliance support the National Cybersecurity Awareness Month every October.
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Cybersecurity Terminologies and Features

Phishing- A fraudulent email that aims to collect the recipient’s sensitive information

Smishing- A phishing cybersecurity attack carried out over mobile text messaging, also known as SMS phishing

Baiting- Baiting involves leaving a piece of portable storage media such as a CD, laptop or USB stick in an open location to tempt a victim into seeing
what’s on it

Identity Theft- A crime where someone wrongfully gains another person’s personal information for deception or fraudulent gain

Malware- Malicious software or code designed to compromise a system or gain unauthorized access

Ransomware- A type of malicious software designed to block access to a computer system until a sum of money is paid

Social Engineering- Using deception to manipulate someone into sharing sensitive information that could be used for fraudulent purposes

Multi-Factor Authentication (MFA)- An authentication method that requires the user to provide two or more verification factors to gain access to a
resource such as an application, online account, or a Virtual Private Network (VPN)

Cyber Bullying- The use of electronic communication to bully a person, typically by sending messages of an intimidating or threatening nature

Copyright © 2023 Deloitte Development LLC. All rights reserved.

Cybersecurity Awareness




No. 3 | Protecting your on-line presence and
your identity



Py

Create Long and Unique Passwords
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Ways to Protect Yourself from Cyber Attacks

Enable MFA
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Think before you Click
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Length over complexity. Strong passwords are at
least 12 characters long and include letters,
numbers, and symbols

Protect Private Information
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MFA includes face ID scans, fingerprints, or apps
that send you unique, one-time codes when you
want to log into a sensitive account

Report Phishing
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Do not open e-mails from strangers and do not
click on links for unfamiliar sites

Share with Care

’

Consider the site before posting personal
information such as name, address, social security
number, or birthday

Use New Passwords
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Email programs and social media platforms allow
you to report phishing attempts. Block the sender
from your email, social media platform, or phone
in a timely manner

Antivirus Software
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Do not share your whereabouts online. Wait to
post pictures until you get home. Be mindful when
sharing photos and videos through wireless
transfer

Review Details

’

Change your password regularly and do not use
the same password for multiple websites. Keep
your passwords unique
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Use antivirus software such as on your laptops,
personal devices

For every app before you download them and
check what information they request
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Content Source and Additional Resources

‘e

ybersecurity For Me: Importance Of Cybersecurity In The Education Sector In 2022-2023

CISA Cybersecurity Awareness Program Student Resources | CISA

Stop.Think.Connect. Undergraduate Student Tip Card (cisa.gov)

Stop.Think.Connect. Grades 9-12 Student Tip Card (cisa.gov)

Glossary | NICCS (cisa.gov)

Additional Resources

Online Privacy and Security | Consumer Advice (ftc.gov)

National Cybersecurity Alliance (staysafeonline.org)

ITRC: Identity Theft Resource Center

i
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https://www.cisa.gov/publication/cisa-cybersecurity-awareness-program-student-resources
https://www.cisa.gov/sites/default/files/publications/Undergraduate%20Student%20Tip%20Card.pdf
https://www.cisa.gov/sites/default/files/publications/Student%20Tip%20Card%209-12.pdf
https://niccs.cisa.gov/cybersecurity-career-resources/glossary
https://consumer.ftc.gov/identity-theft-and-online-security/online-privacy-and-security

Deloitte.

This presentation contains general information only and Deloitte is not, by means of this presentation, rendering accounting, business, financial, investment, legal, tax, or other professional advice or services. This
presentation is not a substitute for such professional advice or services, nor should it be used as a basis for any decision or action that may affect your business. Before making any decision or taking any action that
may affect your business, you should consult a qualified professional advisor.

Deloitte shall not be responsible for any loss sustained by any person who relies on this presentation.

About Deloitte

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee (“DTTL”), its network of member firms, and their related entities. DTTL and each of its member firms
are legally separate and independent entities. DTTL (also referred to as “Deloitte Global”) does not provide services to clients. In the United States, Deloitte refers to one or more of the US member firms of DTTL,
their related entities that operate using the “Deloitte” name in the United States and their respective affiliates. Certain services may not be available to attest clients under the rules and regulations of public
accounting. Please see www.deloitte.com/about to learn more about our global network of member firms.
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