


INTHIS
PRESENTATION
WE WILL
GOVER THE

FOLLOWING
TOPICS:




THREATS: MALWARE

Viruses Trojan horses Ransomware

Malware can be spread through email attachments, infected websites, and software downloads.




THREATS: PHISHING

Phishing scams are a
tyne of social
engineering that involves
tricking individuals into
giving away personal
information, such as:

- Passwords

- credit card numbers
- Login credentials

These scams often use
email, text messages, or
social media to lure
individuals into providing
sensitive information.

Social engineeringis a
tactic used hy
cyhercriminals to
manipulate individuals
into giving away personal

information or access to
their computer systems.
This can include phishing
scams, but also can




THREATS: REAL-WORLD EXAMPLES

The Equifax data breach
in 2017, in which personal
information of over 141
million people was
exposedl.

The WannaCry
ransomware attack in
2011, which affected more
than 200,000 computers
in 190 countries.
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® THE WANNACRY RANSOMWARE ATTACK WAS A
CYBER ATTACK THAT OCCURRED IN MAY 2017 AND

WANNncnv AFFECTED MORE THAN 200,000 COMPUTERS IN 150
nnN80MEWAHE COUNTRIES. THE ATTACK USED A TYPE OF MALWARE

CALLED RANSOMWARE, WHICH ENCRYPTS A

ATTAGK VICTIM'S FILES AND DEMANDS PAYMENT IN

EXCHANGE FOR THE DECRYPTION KEY.




WANNACRY TARGET: MICROSOFT SYSTEMS

® THE WANNACRY RANSOMWARE SPECIFICALLY TARGETED
AVULNERABILITY IN MICROSOFT WINDOWS OPERATING
SYSTEMS, WHICH ALLOWED THE MALWARE TO SPREAD T
RAPIDLY THROUGH NETWORKS. THE ATTACK AFFECTED A e
WIDE RANGE OF ORGANIZATIONS, INCLUDING HOSPITALS,
GOVERNMENT AGENCIES, AND LARGE CORPORATIONS. R o A
MANY OF THE AFFECTED ORGANIZATIONS WERE FORCED
TO SHUT DOWN THEIR SYSTEMS AND SOME HAD TO PAY A
RANSOM TO REGAIN ACCESS TO THEIR FILES.




WANNACGRY: A REMINDER TO ’
KEEP SOFTWARE UP TO DATE

Ooops, your files have been encrypted!
VWhat Happened to My Computer?

Your impartant files are encrypted

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have heen encrypted. Maybe you are busy looking for 2
way to recover your files, but do not waste your time. Nobody can recaver your e
files wathout our decryption service

e ® THEATTACK WAS PARTICULARLY NOTABLE

Can | Recover My Files? 5
e Lefl .

Sure, We guarantee that you can recover all your files safely and easily. (Butyou _ an T“E SPEEn nT wnlc“ IT SPREAB As
y

have not so enough time.)
You can try to decrypt some of your files for free. Try now by clicking <Decrypt>

FORRTRREPPRRPON | . o decry lyour e, you e 1 pay WELL AS THE LARGE NUMBER OF
51972017 16:25:02 You only have 3 days to submil the payment, Affer thal the price will be doublad
Also, if you don't pay in 7 days, you won't be able o recover your files foveve nnan“ IZATI“NS A“n INnI“In“Als
Time Left
' : How Do | Pay?
AFFECTED. IT ALSO HIGHLIGHTED THE '
Send $300 worth of bitcoin to this address:

e
iecTopssciMEROpCsowrvevi |8 IMPORTANCE OF KEEPING SOFTIWARE UP- -

Payment will be raised on

Contact s = et | TO-DATE AND PATCHING VULNERABILITIES z
IN A TIMELY MANNER.
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WANNACRY HEARD AROUND THE
WORLD

THE ATTACK PROMPTED A GLOBAL RESPONSE, WITH GOVERNMENTS,
ORGANIZATIONS, AND INDIVIDUALS TAKING STEPS TO PROTECT
THEMSELVES FROM FUTURE RANSOMWARE ATTACKS. IT ALSO
HIGHLIGHTED THE IMPORTANCE OF HAVING A ROBUST CYBER SECURITY
STRATEGY IN PLACE, INCLUDING REGULAR BACKUPS, SOFTWARE
UPDATES, AND EMPLOYEE TRAINING.



EQUIFAK: DATA BREACH

® THE EQUIFAX DATA BREACH WAS A CYBER ATTACK THAT OCCURRED IN
2017, IN WHICH PERSONAL INFORMATION OF OVER 147 MILLION PEOPLE
WAS EXPOSED. THE BREACH AFFECTED EQUIFAX, ONE OF THE THREE
LARGEST CONSUMER CREDIT REPORTING AGENCIES IN THE UNITED
STATES, AND RESULTED IN THE COMPROMISE OF SENSITIVE INFORMATION,
SUCH AS NAMES, ADDRESSES, SOCIAL SECURITY NUMBERS, BIRTH
DATES, AND DRIVER'S LICENSE NUMBERS. ADDITIONALLY, CREDIT CARD
NUMBERS FOR AROUND 209,000 CONSUMERS, AND CERTAIN DISPUTE
DOCUMENTS WITH PERSONAL IDENTIFYING INFORMATION FOR
APPROXIMATELY 182,000 CONSUMERS WERE ACCESSED.

EQUIFAX

DATA BREACH by the numbers

us.
population: [

325.7
million

DATA ELEMENT STOLEN IMPACTED U.S. CONSUMERS
Name
Date of birth 14/ million
Social Security Number [ LTI
Address D 99 million
Gender B 27 million
Phone number I 20 million
Driver’s license number [l 18 million
Email address |2 million
Credit card number 209,000
TaxID 97,500

Driver's license state 27,000

Market!' o0 Saurce: Securities and Exchanges Commission filings from Equitax




EQUIFAX: PROOF THAT BIG ORGANIZATIONS
0 .
\f 3 ® THE EQUIFAX DATA BREACH SERVES AS A REMINDER OF
NN THE IMPORTANCE OF HAVING ROBUST CYBERSECURITY
IMEASURES IN PLACE AND THE FACT THAT
ORGANIZATIONS HAVE A RESPONSIBILITY TO PROTECT
PERSONAL INFORMATION. IT ALSO HIGHLIGHTS THE
IMPORTANCE OF BEING VIGILANT AND TAKING STEPS
TO PROTECT PERSONAL INFORMATION, AS EVEN THE

MOST WELL-ESTABLISHED ORGANIZATIONS CAN FALL
VICTIM TO CYBER ATTACKS.
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® TO PREVENT CYBER ATTACKS, IT'S IMPORTANT TO
P“E“ENTI“N: 9 TAKE A PROACTIVE APPROACH AND IMPLEMENT
S'I'Eps 'I'o BEST PRACTICES FOR PROTECTING YOURSELF. HERE
& ARE SOME TIPS FOR PREVENTING CYBER ATTACKS:
SAFERSECURE




PREVENTION: 9 STEPS T0 SAFERSECURE

Use strong, unigque passwords:
Avoid using easily guessed
passwords such as "password" or
"1234" and use a comhbination of

letters, numhers, and special

%

Keep software and operating
systems up-to-date: Cyhercriminals
often target vulnerahilities in older
versions of software and operating
systems. By keeping your software
and operating systems up-to-date,
you can protect yourself from these
tynes of attacks. y




PREVENTION: 9 STEPS T0 SAFERSECURE

Be cautious of unsolicited emails and
messages: Cybercriminals often use
phishing scams to trick individuals
into giving away personal
information. Be wary of unsolicited
emails and messages, especially
those that ask for personal

information or login credentials. y

Use anti-virus and anti-malware
software: Anti-virus and anti-malware
software can help protect your
computer from malware and other
malicious software. Make sure your
software is up-to-tiate and run
regular scans to detect any potential
threats. y




PREVENTION: 9 STEPS T0 SAFERSECURE

Use a UPN to protect your
internet connection: UPNs
encrypt your internet
connection and protect your
privacy, making it more difficult
for cyhercriminals to intercept

your information.

%

Back up important files
regularly: Backing up your files
can help protect them in the
event of a cyber attack. Gonsider
using an external hard drive or a
cloud-hased hackup service to

store your hackups. y




PREVENTION: 9 STEPS T0 SAFERSECURE

Be careful when using public Wi-Fi
networks: Public Wi-Fi networks can
he vuinerahle to cyber attacks. Avoid
accessing sensitive information or
entering login credentials while
using public Wi-FH networks.

Keep your personal information
private: Be mindful of the information
you share online and bhe careful of
providing too much personal
information.

Use two-factor authentication: Two-
factor authentication adds an extra
layer of security by requiring a
second form of verification in
addition to a password. This can help
protect your accounts from being
compromised by cybercriminals.

y




GCONCLUSION

In summary, personal cyhersecurity is an essential aspect of our digital lives. We have discussed the various types of cyher threats that individuals face, such as:

malware, phishing scams, and social engineering,

we provided real-world examples to illustrate the seriousness of the issue.

using anti-virus software, firewalls, and UPNs,




QUESTIONS...?

SOME THINGS | WOULD BE CURIOUS ABOUT:

WHAT TYPE OF JOB OPPORTUNITIES ARE IN CYBERSECURITY?

HOW IS CYBERSEGURITY CHANGING FOR THE FUTURE?
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