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Harrisburg University Graduate, 2010
* BS, Computer and Information Sciences
e Certificates: CompTIA Security+, Microsoft Security Operations Analyst

13 years of IT experience
e Capital Blue Cross (Intern with Help Desk) — Healthcare
e Susqguehanna River Basin Commission (Desktop Support) - Environmental
* Quandel Enterprises (Network Administrator) - Construction
e Harrisburg University (Security Analyst) — Education

Current Role: Proactively enforce data integrity, security policies and

remediate threats. Provide network and software support via the IT
Helpdesk.
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CYBER GUARD DUTY: “Don'T CLICK THAT EMAIL KAREN "
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" WeLl, THeY BANNED PASSWORD RE -USE.
WHAT Do You EXPeCT ME To Do ?”

N/ HARRISBURG

LEAVE IT TO A GEEK



When | was a kid, | thought “hacking”
was all about writing Matrix-like code,
when in reality it’s just sending emails

that say, “give me your passwords” and

they do.

Source: Someone on Twitter
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What is email security?
* The practice of protecting email accounts and
communications from unauthorized access, loss, or
compromise.

Why is email security important?
* More than 333 billion emails are sent and received daily
worldwide.
* Most cyberattacks—94 percent—begin with a malicious
email.

* Cybercrime cost more than $4.1 billion in 2020
according to the FBI’s Internet Crime Complaint Center
(1C3).
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Two important types of email threats

Phishing - Pretending to be a trusted person or
organization to trick victims into disclosing valuable
information such login credentials and other types of
sensitive data.

Impersonation - Pretending to be a trusted person or
organization to secure money or data via email. Business
email compromise is one example in which a scammer
impersonates an employee to steal from the company or
its customers and partners. 1.8 billion in lost revenue
according to FBI (I1C3).
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Credential Harvest

In this type of technique, a malicious actor creates a message,
with a URL in the message. When the target clicks on the URL
within the message, they are taken to a website luring the
target to submit their username and password. Typically, the
page attempting to lure the target will be themed to represent
a well-known website to build trust in the target.
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Credential Harvest

1. Attacker sends phishing mail to target

Hacker

3. Hacker collects

4. Hacker uses victim’s important credentials

credentials to access
private information

2. Victim clicks on Phishing
link and visits fake website

Original Website Phishing Website
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Credential Harvest
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Malware Attachment

In this type of technique, a malicious actor creates a message,
with an attachment added to the message. When the target
opens the attachment, typically some arbitrary code such as a
macro will execute in order to help the attacker install
additional code on a target's device, or further entrench

themselves.
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Malware Attachment
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File  Message Help

&7 4 =& B OO Q =

Delete | Respond | Share to Quick Move Tags Editing | Immersive | Translate | Zoom | Debugger Reply with Vi 'e* Wana Decryptor 2.0 =
¥ 2 . Meeting Poll | Insic Qoops, your files have been encrypted!

X S Teams Steps v

Teams Quick... N Language Zoom Add-in FindTime Add
giag 'What Happened to My Computer?
Your important files are encrypted
Many of your documents, photos, videos, databases and other files are no longer
accessible because they ¢ been encrypted. Maybe you are busy looking for away to
ScaHHEd from a Xe rox recover your files, but do not waste your time. Nobody can recover your files without

M our decryption service
«
James Adlien Henry <jhenry@bethesdanhotel.com> © Reply | € Reply Al ﬂ Payment will be raised on | FSNENE—- My Files? I

A 1o Michael A Platt Thu 1/19/2022 427~ 5152017 15:58:08 Sure. We guarantes that you canrecover all your flles safely and easily. But you have
inot 5o enough time.
[You can decrypt some of your files for free. Try now by clicking <Decrypt>
xeroxscan.Docx : But if you want to decrypt all your files, you needto pay.
4KB [You only have 3 days to submit the payment. After that the price will be doubled
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
(We will have free events for users who are 5o poor that they couldn't pay in 6 months.
You have received a document from a Xerox Scanner. VO Vo T How Do I Pay?
5/19/2017 15:58:08 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>
It was scanned and sent to you using a Xerox WorkCentre on Office 365 Portal. Time Left Flsase chisck the currsne prics of Btcoln sd ay soies bitcolns: Ror mise loformition,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
Number of Images: 1 [After your payment, click <Check Payment>. Best timeto check: 9:00am - 1:00am g

Attachment File Type: PDF

Device Name: WorkCentre 5819

For more information on Xerox products and solutions, please visit Xerox Service Center.

N/ HARRISBURG
£/~ UNIVERSITY

OF SCIENCE A TECHNOLOGY

LEAVE IT TO A GEEK



Link in Attachment

When the target opens the attachment, they are represented
with a URL in the actual attachment, if the target then clicks
on that URL they are taken to a web site, luring the target to
submit their username and password. Typically, the page
attempting to lure the target will be themed to represent a
well-known web page to build trust in the target.
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Link in Attachment
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File  Message Help
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Delete | Respond | Share to Quick Move Tags Editing | Immersive | Translate | Zoom | Debugger Reply with Vine
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Teams Quick.. N Language Zoom Add-in FindTime Add]

The Applied Companies Inc. Invoice #164011

«
Bafa Mefroum <bafamefroum@medborgarskolan.s n

To Michael A. Platt Fri 1/20/2023 10:28 AM

“E Invoice164011.Docx
6 KB

Good Morning,

BM

The attachment below shows the pay remittance information for The Applied Companies Inc. Invoice #164011 Paid yesterday. If you
feel message isn't meant for you. Kindly forward to your accounting department for record purposes

The Applied Companies Inc.Remittance.pdf 1.9 MB

View OneN Docum:

Pat Prendergast Sharefile account uses OneNote to share Documents Securely.

Tonnie Laurel

N/ HARRISBURG
£/~ UNIVERSITY

OF SCIENCE AND TECHNOLOGY

LEAVE IT TO A GEEK



Link in Attachment

Microsoft Office has identified a potential security
concern.

Hyperlinks can be harmful to your computer and data. It is important that this file is from a
trustworthy source.

il & A K[ | 2w . -
N A Yo il Normal - J Nospacing [ Heading 1§ Heag (VSR | ttps://www.windocyte.com/nam/45d5405a-b095-420e-a3ca-f3395aeb3654/b15
Styles

Undo | Clipboard & Paragraph

File Home Insert Design Layout References Review View Help

Clicking yes will enable all the hyperlinks in this file, for this session.

Do you want to continue?

Good Morning ,

The attachment below shows the pay remittance information for The Applied Companies Inc.
Invoice #164011 Paid yesterday. If you feel message isn't meant for you. Kindly forward to your
accounting department for record purposes

wwwwindocyte.com ¢ @ rvate ¢

i Phishing Simulations il Int e s @ Other favorites

The Applied Companies Inc.Remittance.pdf

B2 Microsoft
View OneNote Document
Sign in

Pat Prendergast Sharefile account uses OneNote to share Documents Securely.

Email, phone, or

No account? Create one!

Tonnie Laurel
Assistant Manager
Cal-Nevada Towing & Transport Inc.
1407 Hittman Ave
Sparks, NV 87691

Can't

your account?

@, sign-in options
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Link to Malware

In this type of technique, a malicious actor creates a message,
with an attachment added to the message. However instead of
directly inserting the attachment into the message, the
malicious actor will host the attachment on a well-known file
sharing site, (such as SharePoint, or Dropbox).

When the target clicks on the URL it will open the attachment,
typically some arbitrary code such as a macro will execute in
order to help the attacker install additional code on a target's
device, or further entrench themselves.
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Link to Malware

Ooops, your filesihave been encrypted!

What Happened to My Computer?
Your important fles e encrypted.
[Many of your documents, photos, videos, databases and other fdes are no longer

3 he you are bus; g for awayto

but do ¥
our decryption service.

O‘

Can I Recover My Files? I

[Sure. We guarantes that you canrecover all your files safely and easily. But you have

File  Message Help

e. Try now by clicking <Decrypt>
you want to d ou need to pay.
have 3 days to sub payment. After that the price will be doubled.
4150, f you don't pay in 7 days, you wan't be able to recover your fles forever.
[We will have free events for users who are 5o poor that they couldn't pay in 6 months.
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Delete | Respond | Shareto | Quick Move Tags | Editing | Immersive | Translate | Zoom | Debugger | Reply with Vin|
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How Do I Pay?

[Payment is accepted in Bitcoin only. For more information, click <About bitcoin>

the current price of B me bitcoins. For more information,
click <How to buy bitcoins>.
and sendthe correct amount to the address specified in this window.
¢ <Chack Payment>. Besttime to check: 9:00am- 11:00am

Teams Quick.. & Language Zoom Add-in FindTime Add}

Cancellation Request for you

<«
Notify <notify@elmobinegas.com> € Reply | € Reply Al a

N To Michael A. Platt Fri 1/20/2023 11:07 AM

If there are problems with how this message is displayed, click here to view it in a web browser.

Microsoft Office 365

Hi Michael A. Platt,

We received a request from you to shutdown your email MPlatt@HarrisburgU.edu.
This request will be processed shortly.
If you did not authorize this action kindly cancel now if not disregard this message.

— https://www.dropbox.com/s/fgn3pyncyzaunby/Direct%20Download%20Link%2
_ 001%20%402x.png?dl=0

Thanks for taking additional steps to keep your email safe.

gcer support

This email was sent to MPlatt@HarrisburgU.edu
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Business Email Compromise (BEC)

& Payroll Update - Mozilla Thunderbird - O
>m Bruce Wayne <bruce.wayne@lycos.com> ¥ © Reply % ReplyAll |V - Forward !
Subject Payroll Update 2018-08-07, -

To payroll.manager@victimcompany.com ¥y
Hi Joyce,

I have recently changed banks and like to have my direct deposit changed to my new
account. I need your prompt assistance in this matter.

Bruce Wayne.

Sent from my iPhone
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Tips to Help You Defend

Urgent call to action or threats - Be suspicious of emails that claim you must
click, call, or open an attachment immediately.

Spelling and bad grammar — Cybercriminals are not known for their grammar
and spelling. Professional companies or organizations usually have an editorial
staff to ensure customers get high-quality, professional content. If an email
message has obvious spelling or grammatical errors, it might be a scam.

From: (A familiar name, often a supervisor) @gmail.com>
Sent: Wednesday, February 27, 2019 12:36 PM

To: (Email may be sent to a list of people, including people you know)
Subject: URGENT REQUEST
Hi,Got a moment?Give me your personal cell number.l need you to complete a task for me

Thanks

(A familiar name, often a supervisor often a person in a leadership position)

Professor of Accounting

Sent from my iPhone
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Tips to Help You Defend

Suspicious links - If you suspect that an email message is a scam, do not open any
links that you see. Instead, hover your mouse over, but don't click. Does the link

look legit?
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Cancellation Request for you

«
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N To Michael A. Platt Fri 1/20/2023 11:07 AM

If there are problems with how this message is displayed, click here to view it in a web browser.

Microsoft Office 365

Hi Michael A. Platt,

We received a request from you to shutdown your email MPlatt@HarrisburgU.edu.

This request will be processed shortly.

If you did not authorize this action kindly cancel now if not disregard this message.

https://www.dropbox.com/s/fgn3pyncyzaunby/Direct%20Download%20Link%2

_ SSRSEEE

Thanks for taking additional steps to keep your email safe.

geer support

This email was sent to MPlatt@HarrisburgU.edu

N/ HARRISBURG
UNIVERSITY

-}
-~ OF SCIENCE AND TECHNOLOGY

LEAVE IT TO A GEEK



Tips to Help You Defend

Mismatched or spoofed email domains - If the email claims to be from a reputable
company, like Microsoft, but the email is being sent from another email domain like
Yahoo.com, Gmail.com it's probably a scam.

0‘
File Message Help

57 4 M| P OO Q=
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Cancellation Request for you

«
Notify <notify@elmobinegas.com> ) Reply All n

N To Michael A. Platt Fri 1/20/2023 11:07 AM

If there are problems with how this message is displayed, click here to view it in a web browser.

Microsoft Office 365

Hi Michael A. Platt,

We received a request from you to shutdown your email MPlatt@HarrisburgU.edu.
This request will be processed shortly.
If you did not authorize this action kindly cancel now if not disregard this message.

CANCEL REQUEST

Thanks for taking additional steps to keep your email safe.

gcer support

This email was sent to MPlatt@HarrisburgU.edu
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What is one simple action you
can take to prevent 99.9 percent
of attacks on your accounts?
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of attacks can
be blocked with
multi-factor

authentication

Read more at
aka.ms/gopasswordless
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Questions?

https://www.linkedin.com/in/michaelaplatt/
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