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What is a SOC?

• SOC = Security Operations Center 
• SOC Analyst actively monitors tools 
• Tools may include: 

o SIEM environments such as AT&T Cyber Security’s Alienvault, Splunk, SwimLane, or Siemplify. 
o Managed Endpoint Protection such as Cylance and Microsoft Defender 
o DNS monitoring via Cisco Umbrella or other secure web gateways (SWG) 
o Security Orchestration and Response (SOAR) 

So, what happens when the tools find something?





What does a SOC do?

Take  
Action!

❑ Follow Incident Response Plan 
❑ Remove infected devices from network 
❑ Block attackers at firewall level 
❑ Vulnerability scanning and threat research 
❑ Zero-day threat research 
❑ Client interaction and regular 

communication



Real Life Example of Taking on a Threat

• When: December 27th, 2022: 12:50 am – During many businesses Christmas break 
period.



Attacker Details:

Information We See



List of Verified 
Attacks from the 
Russian IP



Attack Method Used

How the Attack Was Launched



So, you want to pursue a career  
in Cyber Security?



Pathways to Cyber Security

• College/University 
• Cyber Boot Camps 
• Certifications 
• Work Experience



College/University
• Most expensive option 
• Provides a solid basis to begin your 

career 
• Provides valuable life experience 
• Build connections with friends in the 

same major that often turn into 
lifelong friendships, or even job 
opportunities 

• Alumni support



Cyber Boot Camps

• Cost less than college 
• Faster time to completion 
• Can be intense and fast paced 
• Focused on a lot of hands on 

learning via labs and projects. 
• Online and in person options.



Certifications

• Can be least expensive pathway. 
• Can be the fastest pathway. 
• Entirely self driven learning. 
• Only hands on if you make it hands 

on through your own effort. 
• Can get many entry level positions 

with just CompTIA Security +. 



Work Experience

• No cost option… they pay you to learn! 
• Start out as entry-level help desk for IT 

support. 
• Work your way up using knowledge 

acquired on the job. 
• Can take a long time, even years, to 

get to the security side of the business. 



Pathways inside Cyber Security
• Blue Team (Defensive Security) 
• Red Team (Offensive Security) 
• Purple Team (Hybrid Security) 



Blue Team / Defensive Security

• Primary role of a SOC. 
• Watch for threats and react to them 

when they occur. 
• Continual updating and patching of 

software used by the organization. 
• Maintain security infrastructure 

(Firewalls).  
• Personality Type – Protective, calm, and 

observant.



Red Team / Offensive Security

• Primary role of Security Engineers. 
• Actively search (hack) your own 

organization’s systems to find 
weaknesses that can then be fixed 
before an attacker can get there. 

• Must follow a specific set of rules. 
• Personality Type – Competitive, 

cunning, and able to think like an 
attacker.



Purple Team / Hybrid Security

• I am part of the “Purple Team” 
• Mixture of both Red team and 

Blue team (hence Purple!) 
• Not only watch systems for 

threats but also try to find 
threats on our own to fix. 

• Constantly studying new attack 
methods to be one step ahead.



Conclusion


