
PROTECT ING YOUR 
VIRTUAL L IFE

S C O T T  L E N K E R  

 C I S S P  -  C E H



T O P  1 0  I N T E R N E T  T I P S

1. Keep Personal Information Professional and Limited 

2. Keep Your Privacy Settings On 

3. Practice Safe Browsing 

4. Use free Wi-Fi with caution 

5. Watch out for links and attachments 

6. Choose Strong Passwords or Two-Factor Authentication 

7. Is Your Site Secure? 

8. Be Careful What You Post, Don’t Overshare 

9. Disable Ad and Data Tracking 

10. Enable AutoLock and Encryption on Your Phone



P A S S W O R D S  ( T O P  5 0 )



P A S S W O R D S

1. Use A Passphrase 

• For instance, a song lyric 

• Upper case, Lower case, Numbers, Special Characters 

• 12 or even 16 characters in length 

2. Use Unique Passwords or Passphrases for Each Account 

3. Use A Password Manager 

4. Check if your password has been hacked 

• https://haveibeenpwned.com/



P A S S W O R D S



S O C I A L  M E D I A

1. Know how to report, block, and filter content 

2. Personalize your privacy settings 

3. Turn off geolocation 

4. Use a private Internet connection 

5. Talk to your friends about public posts 

6. Report harassment or inappropriate content 

7. Look before you click 

8. Pause before you post 

9. Pause before you post



P I C T U R E S



E X I F T O O L



G O O G L E  M A P S


