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• Cyber Security and Does it Affect Me?

• Multi-Factor Authentication, DNS and Password Vaults

• General Best Practices

• Review

• Q&A
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Introduction  
Why should we talk about Cybersecurity 



Cyber crime is impacting everyone

Uber 
September 2022 

• Security breach due to Uber 
contractor account attacked  

• Attacker accessed employee 
credentials 

• Attacker reconfigured Uber’s 
OpenDNS to display a graphic 
image on internal sites

Government of  
Costa Rica 

April 2022 

• State of emergency in Costa 
Rica due to ransomware attack 

• Attackers exfiltrated 600 GB of 
data, taking down nearly 30 
institutions 

• Attackers demanded $10M to 
unlock the infected systems

Colonial Pipeline 
May 2021 

• Fuel shortages due to attack on 
Colonial Pipeline  

• Caused airline schedule 
changes and soaring fuel prices 

• 87% of gas stations in 
Washington DC out of fuel 

• Took $4.4M in ransom and a 
week to restore operations

Florida Water 
Treatment Plant 

February 2021 

• Attack on water treatment plant 
in Oldsmar, Florida 

• Attacker briefly increased the 
sodium hydroxide level by 111% 
- dangerous levels 

• Could have badly sickened 
15,000 residents and impacted 
local businesses

Companies, governments, individuals… no one is immune



The need for a skilled workforce

85 million  
jobs

Displaced by a shift in labor 
between humans and machines 

by 20251

Created by digital transformation 
by 20251

97 million  
new jobs

1. “Future of Jobs,” World Economic Forum



Everyone is responsible for Security!

According to the World Economic Forum,
“95% of all cybersecurity issues can be 
traced to human error”



• Multi-Factor Authentication

• DNS Security

• Password Vault

• General Best Practices

Personal Security Tools



Multi-Factor Authentication



Multi-Factor options

• YubiKey

• Duo Free

• Google Authenticator

• Microsoft Authenticator



DNS Filtering



DNS Filtering Options

• OpenDNS

• CleanBrowsing

• Google Public DNS

• Cloudflare



Password Manager

• How many passwords should we have? 

• Strong Passwords 

• Do I write it on paper and carry it around? 

• Types of  



Locally Stored or Offline



Web-Based or Online



Stateless or Token-Based



Password Manager Options

• KeePassXC

• 1Password

• Bitwarden

• Keeper



Personal Security Practices
• Keep your software up to date 
• Use anti-virus protection and firewall 
• Use strong passwords for your logins and a password management tool 
• Two-Factor or Multi-Factor authentication 
• Be suspicious of communication you receive: Email, Phone calls, texts 
• Protect your Personal identifiable information 
• Backup your data 
• Review your online accounts and credit reports



Review

• Two or more ways to prove “you are who you say you are”, is called what?

• In order to easily remember how to navigate to a destination on the internet 
you use what system?

• To make it easier to have a complex password for each of your logins but also 
store them securely, what should you use? 



Learning Never Ends: Virtual Course Offerings  
Free Cisco Networking Academy Courses for Students, Educators and Parent



Questions

• ???????


