


e Volunteering:

e The GateHouse — Board Me echnology Committee, Analytics Committee
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* Exploitatic

Source: (ISC)2 Certified Information Systems Security Professional Official Study Guide




Your home iz

business website.




self-

Often doesn’t

e Hacl ocial change. Goals may be

crashing you
* Nation state actor — Gove often targeting national security. Very

sophisticated and highly capable.

Sources: Resource Center Definitions — kaspersky.com; Threat Actors — professormesser.com
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rnet crimes often

cross ocated in different
states, meaning > can be prosecuted in a federal
courtroom. The federal crime of computer qcklng is normally prosecuted under the
Computer Fraud and Abuse Act.”

Source: Eisner Gorin LLP— egattorneys.com



* Procedure

description in the context of a technique

(execution)
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pwned?” httg
haveibeenpwned.com




will let

®* Do we ' could be pushed in so
that we can ope
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olants and

Source: shodc

* Example: find all Ci at are vulnerable to

CVE-2019-19871
e vuln:CVE-2019-19781 country:DE




* GUI versic
/ * https://nmap.org
@




* Open-sou

. h’r’rps://’renable.cor;l



out to instead attempt to

identify Iikely'q’r’rac

Compliance teams and regulators quickly adopted the practice.

Source: Bugcrowd 2020 Ultimate Guide to PenTesting Report







Scripting

e Community Edition
license is $449 /year
/ e hitps://portswigger.net/burp




Site

e Created by the

Security Project (OWA

(/ e hitps://zaproxy.org
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KXTHANK YOU FOR THE OPPORTUNITY TO SPEAK WITH YOU TODAY!



